1 OntarioTech

UNIVERSITY

BOARD OF GOVERNORS

Audit & Finance

Committee

Wednesday, April 15, 2020
2:00 p.m. to 4:00 p.m.
Videoconference Only

PUBLIC SESSION: +1.888.240.2560 (US Toll Free) Meeting ID: 218 811 277

Members: Nigel Allen (Chair), Doug Allingham, Stephanie Chow, Dale MacMillan,
Steven Murphy, Dietmar Reiner
Staff: Becky Dinwoodie, Cheryl Foy, Andrew Gallagher, Lori Livingston,
Brad Maclsaac, Pamela Onsiong
AGENDA
: Allocated Suggested
a USRI ke Time Start Time
PUBLIC SESSION
1 | Call to Order Chair
2 | Agenda (M) Chair
3 | Conflict of Interest Declaration Chair
4 | Chair's Remarks Chair
5 | President’s Remarks Steven Murphy 10 2:05 p.m.
Pandemic Update — Federal & Provincial Steven Murphy,
5.1 | Financial Initiatives & Community Lori Livingston & 20 2:15 p.m.
Initiatives Cheryl Foy
6 | Finance
Andy Gallagher &
- * .
6.1 | 2020-2021 Budget* (U)(P) Lori Livingston 30 2:35 p.m.
7 | Project Updates Brad Maclsaac 10 3:05 p.m.
7.1 | New Building* (V)
7.2 | ACE Enhancement* (U)
8 | Compliance & Policy
8.1 | Policy, Compliance & Risk Report* (U) Cheryl Foy 10 3:15 p.m.
9 | Consent Agenda (M): Chair 5 3:25 p.m.
91 Minutes of Public Session of Meeting of
) February 19, 2020*
9.2 | Technology Use Policy*

D — Discussion M — Motion P — Presentation U — Update

* Documents attached




Allocated Suggested

No. Topic LeEe Time Start Time

10 | For Information: Chair

10.1 | AVIN Update*

11 | Other Business Chair

12 | Adjournment (M Chair 3:30 p.m.
BREAK

NON-PUBLIC SESSION

(material not publicly available) —
governors to connect with non-public
video conference details

13 | Call to Order Chair
14 | Conflict of Interest Declaration Chair
15 | President’s Remarks Steven Murphy

Andy Gallagher &

, . .
e Confidential Budget Items Lori Livingston

16 | Consent Agenda (M): Chair

16.1 Minutes of Non-Public Session of
"~ | Meeting of February 19, 2020*

17 | Other Business

18 | In Camera Session (M)

19 | Termination (M) 4:00 p.m.

Becky Dinwoodie, Secretary

D — Discussion M — Motion P — Presentation U — Update * Documents attached
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1 OntarioTech

UNIVERSITY

BOARD OF GOVERNORS
Audit & Finance Committee (A&F)

Minutes of the Public Session of the Meeting of
Wednesday, February 19, 2020
2:00 p.m. to 4:00 p.m.
North Campus, ERC 3023

Members: Nigel Allen (Chair), Doug Allingham, Stephanie Chow (videoconference),
Dale MacMillan, Steven Murphy, Dietmar Reiner

Staff: Becky Dinwoodie, Cheryl Foy, Andrew Gallagher, Lori Livingston, Brad
Maclsaac, Pamela Onsiong

Guests: Chelsea Bauer (Faculty Association)

1. Call to Order
The Chair called the meeting to order at 2:00 p.m.

2. Agenda
Upon a motion duly made by D. Allingham and seconded by D. Reiner, the Agenda was
approved as presented.

3. Conflict of Interest Declaration
There was none.

4, Chair's Remarks

The Chair welcomed the members to the first committee meeting of the new year. He
noted that the committee has a fair bit of material to get through and he was looking
forward to the discussions.

5. President’s Remarks

The President reminded the committee that 80-85% of the university’s expenses are
fixed costs (mostly labour), which continue to increase while the university’s funding
through tuition and grant money remains flat or is declining (tuition reduced by 10% for
2019-2020). There are few options available to increase the university’s revenue (e.g.
philanthropy and other income-generating activities). The university is committed to
remaining strategically focused during times of fiscal restraint. They are taking a
strategic look at belt-tightening and how to generate additional income.

The President discussed the university’s energy initiative. It is a multidisciplinary effort
and is focused on helping society become carbon neutral. He also discussed the skills
shortage and how governments are focused on the premise that a degree should lead
to a job.



The President reviewed the five strategic pillars and several of the initiatives supporting
the pillars:

sticky campus (introduction of basketball teams);

tech focus;

entrepreneur skillset & work-integrated learning;

partnerships (strengthening partnership with OPG); and

story-telling (e.g. rebrand, dramatic changes on campus in terms of
appearance & acceptance)

O O0O0OO0O0

In times of fiscal restraint, we must remain focused on the strategic priorities. The Chair
shared feedback he received on the rebrand when attending the Oshawa Curling Club.
The President commented that our students have shared their enthusiasm for proudly
sporting the new uniforms. S. Chow also shared that the rebrand was also a topic of
discussion at a recent CPA meeting.

6. Investment Committee Oversight

6.1 Quarterly Report

S. Chow delivered a report from that morning’s Investment Committee meeting. The
investment account is at $28.3m and the cash account is at $485,000. The return over
the last quarter was 2.5%, which was slightly behind benchmark. The main reason for
the portfolio coming under the benchmark was the performance of the market neutral
fund, which was removed from the investment portfolio in December 2019.

6.2 Statement of Investment Policies Amendment (SIP)

S. Chow reviewed the proposed amendments to the SIP, which were set out in the
accompanying report. She advised of an amendment to the Investment Committee’s
recommendation - in s. 5.1(e) of the SIP, the Investment Committee updated it to
“commercial investment grade income producing real estate” and removed the
reference to “Canadian”. She also highlighted the recommended change in 6.1, where
the range is changed to 0-20% from of 0-15%. S. Chow responded to questions from
the committee. There was a discussion regarding whether a change in oversight would
be required due to the proposed amendments. S. Chow explained the rationale for
allowing for investment in direct real estate and clarified that the investment would still
be done through funds.

Upon a motion duly made by S. Chow and seconded by D. Reiner, pursuant to the
recommendation of the Investment Committee, the Audit & Finance Committee
recommended the proposed amendments to the Statement of Investment Policies, as
amended, for approval by the Board of Governors.

6.3 Endowment Disbursement
S. Chow presented the endowment disbursement recommendation for consideration.
She provided an overview of the report that was included in the meeting material.

Upon a motion duly made by S. Chow and seconded by D. Allingham, the Audit &
Finance committee recommended the disbursement of up to $725,000 from Endowment
Funds for distribution as student awards in 2020-21.



7. Finance
7.1  Third Quarter Financial Reports
The Chair welcomed A. Gallagher to his first A&F meeting.

P. Onsiong reviewed the financial reports with the committee. She discussed the
tension between revenue and expenses.

Several of the key items P. Onsiong reviewed were:

0 decrease of almost $8m in cash & cash equivalents over last year due to
new building project;

have collected 95% of the accounts receivable since December;

26m cash injection in capital;

university continues to repay debt - $7m as of Dec 2019;

revenue increase of 2% whereas expenses increased by 5%;

ratios continue to be positive;

at end of year, looking at a lower operating surplus than last year; and

a net forecast operating surplus of $3.1m., consisting mostly of planned
surplus of $2.5m.

O O0OO0O0OO0O0Oo

7.2  2020-2021 Budget Update
A. Gallagher, B. Maclsaac and L. Livingston presented the 2020-2021 budget update,
which was included in the committee’s meeting material.

(C. Bauer left at 2:56 p.m.)

7.3  2020-2021 Tuition Fees

B. Maclsaac reviewed the process followed when proposing tuition increases and the
considerations involved. He presented the proposed tuition fees for 2020-2021 for the
committee’s recommendation and responded to questions. He clarified that the
accounting diploma is not funded by the Ministry; therefore, the tuition for the diploma is
not subject to the tuition freeze. B. Maclsaac also explained the rationale for the 10%
increase in first year tuition for international students and lower amounts in the
subsequent years. The goal is to give international students sufficient notice of what
tuition they should expect over the years.

Upon a motion duly made by D. Reiner and seconded by D. Allingham, the Audit &
Finance Committee recommended the 2020-2021 tuition fees, as presented, for
approval by the Board of Governors.

7.4  2020-2021 Ancillary Fees

B. Maclsaac provided an overview of the ancillary fees protocol and membership of the
Ancillary Fees Committee. He advised that fee increases below the Bank of Canada,
Consumer Price Index (CPI) average of 12 months do not require Board approval. This
year's CPl is 2.2%. The Ancillary Fees Committee has worked very hard over the last
several years to hold ancillary fee increases at or less than the inflation rate. B.
Maclsaac explained the reasons behind the university’s higher ancillary fees (capital
projects, UPASS, TELE software, etc.). He also advised that the Student Union would

3



be holding a referendum regarding Faculty specific society fees, as well as a new legal
services fee. If the students vote in favour of the fees, an update will be presented for
approval for the fall. B. Maclsaac responded to questions from the committee. He
explained that the 14.99% increase for Faculty of Education ancillary fees was for
software costs.

Upon a motion duly made by D. Allingham and seconded by D. Reiner, pursuant to the
recommendation of the Ancillary Fees Committee, the Audit and Finance

Committee recommended Board approval of those 2020-21 ancillary fees that will be
increased, as presented.

7.5 TELE Program

B. Maclsaac provided an update on the university’s TELE program. In 2014-2015,
approval was sought to spend $6.5m for laptops. As programs continue to transition to
the “bring your own device” model, that amount continues to decrease and the
anticipated amount to be spent on laptops for the upcoming year is $600,000.

The timing of refresh cycles is also being extended.

8. Project Updates

8.1 New Building

B. Maclsaac presented the new building project update to the committee, which was
included in the meeting material. He responded to questions from committee members.
There was a discussion regarding the cost of water drainage on the site. B. Maclsaac
advised that the cost would be approximately $100,000. There was also a discussion
regarding safety protocol for moving in to the building during continued construction. B.
Maclsaac also updated the committee on the efforts to dispose of the portables that will
no longer be used once the building is complete.

8.2 ACE Enhancement
B. Maclsaac updated the committee on the progress being made on the ACE
enhancement project. The presentation was included in the meeting material.

8.3 AVIN

L. Jacobs presented the AVIN project update, which was included in the meeting
material. There was a discussion regarding which other institutions would be working
on something comparable to the university. L. Jacobs advised that other than Waterloo,
the university is a leader in the field. The work being done has a multi-disciplinary
focus.

9. Consent Agenda:
Upon a motion duly made by D. Allingham and seconded by D. Reiner, the Consent
Agenda was approved as presented.

9.1 Animal Care Committee:

(@) Terms of Reference

(b)  Policy on the Care & Use of Animals in Research & Teaching

(c) ACC Administrative Procedure Series 001: Review & Approval of Animal
Use Protocols



(d) ACC Administrative Procedure Series 002: Process for Reconsideration or
Appeal of Decisions of the ACC

9.2  Minutes of Public Session of Meeting of November 20, 2019
10.  For Information:

10.1 Credit Rating Update

10.2 Compliance & Policy Update

11. Other Business

12. Adjournment

There being no other business, upon a motion duly made by D. Allingham and
seconded by S. Murphy, the meeting adjourned at 3:35 p.m.

Becky Dinwoodie, Secretary



1 OntarioTech

UNIVERSITY
BOARD REPORT
SESSION: ACTION REQUESTED:
Public X Decision
Non-Public [] Discussion/Direction []
TO: Audit & Finance Committee (A&F)
DATE: April 15, 2020
FROM: Cheryl Foy, University Secretary and General Counsel
SUBJECT: Technology Use Policy Amendments

COMMITTEE MANDATE:

Under the University’s Act, section 9 (1), the Board of Governors has the power:
“to establish academic, research, service and institutional policies and plans and
to control the manner in which they are implemented”. The university’s Policy
Framework is a key institutional policy that delegates the Board’s power,
establishing categories of policy instruments with distinct approval pathways.
Under the Policy Framework, the Board of Governors is the approval authority for
this policy and A&F is the deliberative body.

We are submitting this report and draft policy amendment documents to A&F to
request the committee’s recommendation of the amended Technology Use Policy
for approval by the Board.

BACKGROUND/CONTEXT & RATIONALE:

The University owns, maintains and manages Information Technology (IT)
resources to support the educational, instructional, research and administrative
activities of the University. The University’s current Technology Use Policy was
approved by the Board in May 2012.

While university members are free to use IT resources in pursuit of their individual
and collective academic and administrative goals, it is equally important that
safeguards are in place to ensure that the information, equipment and networks
remain reliable, robust and secure on an ongoing basis. This Policy sets out the
acceptable and responsible use of IT resources in a manner that is consistent
with Ontario Tech University’s values of integrity and responsibility, honesty and
accountability, and intellectual rigour.

This policy sets out expectations for acceptable and unacceptable use, and
clarifies the privacy expectations for university members who use IT resources.




This policy may refer incidents to resolution processes outlined in the following
policies that address unacceptable conduct at the university:
0 Harassment and Discrimination Policy and Procedures;
o Workplace Violence, Harassment and Discrimination Policy and
Procedures;
o0 Student Sexual Violence Policy and Procedures;
o0 Student Conduct Policy; and
0 Academic Integrity Policies (academic integrity regulations in the Graduate
and Undergraduate Academic Calendars).
This policy commits to and does not conflict with the rights of university members
to academic freedom. Ownership and other rights in intellectual property created
using IT resources is determined by the university’s Intellectual Property Policy,
not the Technology Use Policy. Where this policy may intersect with collective
agreement(s), the terms of the collective agreement prevail, per s. 9.3 of the
Policy Framework.

ALIGNMENT WITH MISSION, VISION, VALUES & STRATEGIC PLAN:

This policy supports the university’s commitments to academic freedom and
freedom of expression

CONSULTATION:

Ontario Tech Information Technology Services

Academic Council (November 26, 2019 & February 25, 2020)
Senior Leadership Team (February 3, 2020)

Policy Advisory Committee (February 5, 2020)

Online Consultation (March 2-13, 2020)

Administrative Leadership Team (March 10, 2020)

Audit & Finance Committee (April 15, 2020)

Board of Governors (April 23, 2020)

Consultation Comments and Response

This policy must not prevent users from using systems that are not explicitly
authorized by the university. There are many tools and systems in use that are
not provided by the university that are valuable to the educational mission of the
university.

0 Response: This policy is not intended to curtail the use of systems and
programs that are not explicitly authorized by the university. We have
made amendments to clarify this.

This policy should allow user accounts to be shared if a people manager needs to
delegate certain work to an individual in their department.

0 Response: Any sharing of account credentials for university-provided
systems or networks is prohibited under the policy. This is intended. Users
who need to use university systems as part of their role should have
credentials that allow them the necessary access. That way, any changes
are appropriately logged under the correct user. We are also working on
policy instruments related to account provision and access control for
university systems that will provide further guidance on these matters.



e Certain research or academic activities may involve materials or messages
prohibited by the Technology Use Policy, for example, research related to hate
speech or child pornography. These legitimate research activities should not be
curtailed by this policy.

o0 Response: We have been careful to craft a policy that supports academic
freedom, and have made clarifying amendments to that effect.

e In cases of academic misconduct, faculty members or administrators need clear
guidance on when and how they can examine data in university systems to
investigate, even when that may constitute an invasion of privacy.

0 Response: This policy balances the expectation of privacy of users, with
the university’s right to maintain security and integrity of its systems and
enforce its policies. For this reason, the policy allows authorized personnel
to examine data in university systems to support investigations of
academic misconduct, student misconduct and other violations of
university policy. It also puts in place administrative safeguards to ensure
that the examination of data only occurs with authorization, and sets out
situations when the examination will occur.

¢ Members of Academic Council noted that the prohibition on the viewing of
pornography and obscene material should be removed, and that these activities
would instead fall into conduct prohibited under harassment policies and laws.

o0 Response: We have benchmarked against the policies of other institutions
and note several that prohibit the viewing or dissemination of pornographic
material. While the viewing of pornography can be identified as
harassment, in our view it is preferable to set a clear expectation that the
behavior is prohibited. Clearly prohibiting the viewing of pornographic
materials is easy to understand and requires less interpretation on the part
of the end user. We have also examined the relevant definitions in the
criminal code and concluded that the term “obscenity” should be removed
from the policy. Any materials considered as obscene under the criminal
code would be prohibited by the prohibition on pornographic material in the
workplace.

COMPLIANCE WITH POLICY/LEGISLATION:
e Freedom of Information and Protection of Privacy Act, RSO 1990, c F.31
e Canada’'s Anti-Spam Legislation
e Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5

NEXT STEPS:
e The policy will be presented for the approval of the Board of Governors on April
23, 2020.
MOTION FOR CONSIDERATION:

That the Audit and Finance Committee hereby recommends the updated Technology
Use Policy, as presented, for approval by the Board of Governors.

SUPPORTING REFERENCE MATERIALS:
e Dblacklined draft Technology Use Policy
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TECHNOLOGY USE POLICY

PURPOSE

1. The University owns, maintains and manages Information Technology (IT) resources to support

the educational, instructional, research and administrative activities of the University.

2. While University Members are free to use these valuable resources in pursuit of their individual
and collective academic and administrative goals, it is equally important that safeguards are in
place to ensure that the information, equipment and networks remain compliant, reliable,
robust and secure.

3. This Policy sets out the acceptable and responsible use of IT Resources in a manner that is
consistent with OntarieTFeehthe University’s values of integrity and responsibility, honesty and
accountability, and intellectual rigour.

4. Before University Members can access or use the University’s IT Resources, University Members
must:
4.1. review this Policy or a terms of use that fully complies with this policy, as well as

other policies applicable to the type of user; and

4.2, accept the University’s terms and conditions of use.

DEFINITIONS
5. For the purposes of this Policy the following definitions apply:

“Electronically-Stored Information”{<“ESI*} means University Members’ fpersonal} electronic
information, other than a University Record, that is created and communicated in digital form
and which is accessible through IT Resources.

“Information Asset” means a fixed unit of information recorded by electronic means that is
considered a University Record under the Records Management Policy.

“Guest” means any individual that is not a volunteer, Employee, or Student who uses or
attempts to use IT Resources. A Guest who accepts the University’s terms and conditions of use
is considered a University Member under this policy.

“IT Resources” are information technology resources provided by the University, whether on
premises or hosted remotely. IT Resources include but are not limited to:
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networks, including wireless access services, wired networks, switching and routing,
load balancers, firewalls, telecom equipment and cables, PBX and other network-related
devices, equipment and services;

servers;
databases;

business systems;

student systems;

learning management systems;
websites;

computers and computer systems, laptops, workstations, computer labs, mobile
devices, including telephones, storage devices; and

online collaborative tools including email, and social media sites (e.g., the University’s
Twitter, Facebook and YouTube accounts).

“University Member” means any individual who is:

Employed by the University (“Employee”);

Registered as a student, in accordance with the academic regulations of the University
(“Student”);

Holding an appointment with the University, including paid, unpaid and/or honorific
appointments; and/or

Otherwise subject to University policies by virtue of the requirements of a specific policy
(e.g. Booking and Use of University Space) and/or the terms of an agreement or
contract.

SCOPE AND AUTHORITY

6. This Policy applies to all University Members’ use of IT Resources and all IT Resources. The use
of personally-owned equipment that involves the use of IT Resources is also covered by this
Policy.

7. The University is fully committed to promoting and advocating academic freedom. This policy
does not limit academic freedom.

8. This Policy does not affect the intellectualproperty-rights of University Members to their
intellectual property stored or transmitted using IT Resources. Intellectual property rights are
governed by the University’s Intellectual Property Policy.

9. The Provost and Vice-President, Academic or successor thereof, is the Policy Owner and is
responsible for overseeing the implementation, administration and interpretation of this Policy.

POLICY

10. Authorized Use

10.1. University Members will:
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10.2.

10.3.

11. Reporting
11.1.

11.2.

a) Use enly-these-IT Resources for which the University has given express
authorization ;and-only for intended purpose(s);

b) Take all reasonable steps to avoid compromising the confidentiality,
integrity, and availability of IT Resources;

c) Abide by applicable laws and regulations;
d) Abide by applicable University policies, and;

e) Respect the rights and privacy of other University Members and those
outside of the University community.

University Members who fail to comply with this Policy will be subject to one or
more of the consequences listed in Section 4215.

The University reserves the right to limit or restrict a University Member’s access to
IT Resources based on:

a) institutional priorities;

b) financial considerations;

c) one or more violations of this Policy or other University policies;
d) contractual agreements; or

e) provincial or federal laws.

University Members are responsible for guarding against misuse or abuse of IT
Resources.

University Members will promptly report any known or suspected misuse of IT

Resources or violation of this Policy in-acecordance-with-the-Acceptable Useof
Technology-Preceduresto the Office of the Executive Director, IT Services.

12. Specific Violations

12.1.

Unauthorized Use. Violations of Section 910.1.a) include, but are not limited to:

a) using IT reseurees-Resources without specific authorization where specific
authorization is required;

b) using another person’s electronic identity, password or log-in credentials for
IT Resources;

c) accessing files, data or processes without authorization;

d) using IT Resources to hide a persons’ actual identity;

e) using IT Resources to interfere with other systems or persons;
f) using IT Resources to harass or stalk another person or entity;
g) sending threats, “hoax” messages, chain letters, or phishing;
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h) intercepting, monitoring, or retrieving any network communication without
authorization; or

i) circumventing or attempting to circumvent security mechanisms.

12.2. Breach of Confidentiality, Integrity and Availability of IT Resources. Violations of
Section 910.1.b) include, but are not limited to:

a) obtaining or using someone else’s password or other authentication
credentials for IT Resources;

b) disclosing a personal password or other authentication credentials for IT
Resources;

c) permitting another User to access or use_their account(s)s provided by the
University;

d) propagating computer viruses, worms, Trojan Horses, malware or any other

malicious code;
e) preventing others from accessing an authorized service;

e)f) spreading material that supports bulk mail, junk mail, or spamming;

Bg) degrading or attempting to degrade performance or deny service; or

g}h) corrupting, altering, destroying, or misusing data or information.

12.3. Unlawful Use. Violations of Section 910.1.c) include, but are not limited to, using or
attempting to use IT Resources to:

a) pirate software;

alb) access material that is illegal, or that advocates or facilitates illegal acts;

b)c) download, install, use, stream, or distribute unlawfully or illegally obtained
media (e.g., software, music, movies);

d) override, remove or pause any security software installed on IT Resources
by the University or at its direction;

€)e) access technology that is considered a controlled good under federal law on
an unencrypted connection;

ef) commit criminal harassment, hate crimes, or libel and defamation;
e)g) commit theft or fraud; or
£h) violate child pornography criminal laws.

12.4. Breach of University policies. Violations of Section 810.1.d) include, but are not
limited to, using or attempting to use IT Resources to:

a) engage in academic dishonesty or plagiarism;
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b) engage in discrimination and harassment, including making threats, stalking,
or distributing malicious material; or

c) direct others to breach any provision of this policy.

12.5. Breach of Privacy. Violations of Section 810.1.e) include, but are not limited to:

a) accessing, attempting to access, or copying another person’s ES}
Electronically-Stored Information without authorization; or

b) divulging sensitive personal data to which certain University Members have
access concerning faculty, staff, or Students without a valid and lawful
administrative or academic reason.

13. Limitations on Personal Use by Employees

13.1. Employees are permitted to use IT Resources for occasional and limited personal
use and consistently with this Policy and the Personal use of University Resources
Policy.

13.2. The viewing or distribution of-ebseene; harassing, defamatory, discriminatory,
pornographic or hateful material and messages by Employees using IT Resources is
prohibited, unless such prohibition infringes upon academic freedom.

14. Investigation

14.1. Reports of conduct by Employees in contravention of this Policy will be addressed
by the following means:

a) Harassment, violence or discrimination will be investigated under the Policy
Against Harassment, Violence and Discrimination in the Workplace, and in
accordance with any applicable collective agreements.

b) Other violations can be addressed by-theproceduresforreceivingand
resolvingreportsin-sectiond0-3under the Code of Ethical Conduct Policy.

14.2. Reports of conduct constituting Sexual Violence by or against a student will be
subject to investigation and sanctions under the Student Sexual Violence Policy.

14.3. Reports of conduct by Students in contravention of this Policy will be subject to
investigation and sanctions under the Student Conduct Policy or Academic Integrity
Policy, as applicable.

14.4. Reports of conduct constituting Harassment or discrimination not subject to
another policy will be investigated under the Harassment and Discrimination Policy.

14.5. Reports of conduct by University Members other than Employees or Students in
contravention of this Policy not addressed by another policy will be addressed by
the Executive Director, IT Services, in consultation with the General Counsel.ean-be

15. Consequences
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16.

15.1.

Privacy

16.1.

16.2.

16.3.
16.4.

16.5.

Users who violate this Policy or any other University policy may be subject to
disciplinary action in accordance with a collective agreement, if applicable, up to
and including, but not limited to:

a) suspension of access to some or all IT Resources;
b) student expulsion from the University;

) discipline and termination of employment; and/or
d) legal action.

The University respects University Members’ reasonable privacy expectations but
University Members will not have an expectation of complete privacy when using
the University’s IT Resources.

University Members’ privacy rights may be superseded by the University’s right to
protect:

a) the integrity of its IT Resources;
b) the rights of other University Members or Guests; or
c) the University’s property.

The University reserves the right to monitor and log usage of its IT Resources.

The University also reserves the right to examine and preserve material stored on or
transmitted through its IT Resources at its sole discretion. Examples of situations
where the University may exercise this right include but are not limited to situations
where the University suspects:

a) this Policy has been violated;

b) any other University policy has been violated;

c) any federal or provincial law has been violated; or

d) examination is necessary to protect the integrity of its resources.

The University will not normally access a University Member’s ESHElectronically-
Stored Information without consent except for certain limited and specific
circumstances, including but not limited to:

a) investigations regarding security, illegal activity, or activity that may
contravene the University's Policies and Procedures;

b) compassionate circumstances, as permitted by law;

c) where necessary to carry out urgent operational requirements during an
employee’s absence when alternative arrangements have not been made;
and

d) compliance with law or legal obligations.

Note: The University will exercise these access rights only if administrative approvals
have been granted by the Chief Privacy Officer.
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17.

16.6.

16.7.

16.8.

Authorized University Employees or service providers under contract with the
University, who operate and support IT Resources, may access ES-Electronically-
Stored Information without notice to University Members in order:

a) to address emergency problems;
b) to perform routine system maintenance; or
c) for any other purpose required to maintain the integrity, security and

availability of the IT Resources.
In the process of monitoring IT Resources, the University will:

a) use all reasonable efforts to limit access to University Members’
ESlElectronically-Stored Information; and

b) not disclose or otherwise use any University Members’ ESkElectronically-
Stored Information that has been accessed, except in accordance with the
applicable University policies, procedures and guidelines, and as permitted
or required by law.

If the University is required to disclose a University Member’s ESiElectronically-
Stored Information, in accordance with the law, such disclosure will be reviewed
and approved by the Chief Privacy Officer, prior to the release of the
ESiElectronically-Stored Information.

Information Assets

17.1.

17.2.

Employees who have deleted files from one IT Resource, such as a computer hard
drive are responsible for managing copies that may continue to exist in or on other
IT Resources, such as shared drives. Employees are responsible for ensuring file
management and disposition of Information Assets in accordance with the Records
Management Policy, Records Classification and Retention Schedule, and Records
Disposition Procedures.

Information Assets created or received outside of IT Resources, such as on a
personal smartphone or computer must be stored on approved IT Resources as
soon as possible to ensure continuity during an Employee’s absence.

MONITORING AND REVIEW

18.

This Policy will be reviewed as necessary and at least every three years. The Executive Director,
Information Technology Services, or successor thereof, is responsible to monitor and review this

Policy.

RELEVANT LEGISLATION

19.
20.

Freedom of Information and Protection of Privacy Act, RSO 1990, c F.31

Canada’s Anti-Spam Legislation (An Act to promote the efficiency and adaptability of the

Canadian economy by regulating certain activities that discourage reliance on electronic means
of carrying out commercial activities, and to amend the Canadian Radio-television and
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Telecommunications Commission Act, the Competition Act, the Personal Information Protection
and Electronic Documents Act and the Telecommunications Act, S.C. 2010, c. 23)

21. Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5

22. Defence Production Act (R.S.C., 1985, c. D-1)

23. Export and Import Permits Act (R.S.C., 1985, c. E-19)

RELATED POLICIES, PROCEDURES & DOCUMENTS
24. Information Security Policy

22 PCI Sustainability Policy

Records Management Policy

Records Retention and Classification Schedule

Records Disposition Procedures

Access to Information and the Protection of Privacy Policy

Personal Use of University Resources Policy

Student Conduct Policy

Academic Integrity Policy

Policy Against Violence, Harassment and Discrimination in the Workplace
Harassment and Discrimination Policy

Student Sexual Violence Policy

Student Sexual Violence Policy and Procedures

Controlled Goods Policy (in development)
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Dr. Les Jacobs
Vice-President, Research & Innovation
April 15, 2020

AVIN Update

In April, 2020, Ontario Tech University successfully partnered with two local companies to successfully
secure major grants from the AVIN funding program.

1. Team Eagle (Campbellford, ON)- Runway to Roadways. This project was awarded funding just
shy of $900k from the AVIN Stream 2 funding program to move their Runway monitoring
technologies to the roadway. The technology portfolio in this project consist of two key
components. The first is the RCAM which is a high resolution camera backed by proprietary
software used to characterize the runway surface conditions (cracks/potholes etc.) coupled with
the level of contamination. Contamination primarily includes snow coverage, depth along with
chemicals/rain that may be present in the form of puddles. The second technology is the BAT-
Braking Availability Tester. This is a very high resolution surface friction measurement system
that will deployed as a tow-behind on municipal vehicles as part of this project. The high level
project concept is that the two technologies will provide municipalities with a clear picture of the
road conditions year round which will help with their maintenance in the summer and snow
removal in the winter. Key benefits are enhanced community safety, cost savings and reduced
environmental impact (reducing over application of de-icers/salt). Team Eagle is a
Northumberland based company that Ontario Tech has been working with for over 3 years.

2. eCAMION (Scarborough, On)- Operator Free Charging for Autonomous Transit Vehicles. This
project was awarded $775k from the AVIN Stream 2 funding program. This project is part of a
strategic partnership we have established with eCAMION and Oshawa PUC to create a center of
expertise around energy transfer within the Durham Region. The project itself is linked to
demonstrating autonomous charging of autonomous transit vehicles but is part of almost $3M of
funding (NRCan, NRC-IRAP International, AVIN) that we’ve been working together on. It will
build on our existing capabilities we’ve developed with eCAMION so far, including high
temperature 150kW power transfer (charging) within ACE along with wireless charging project
under discussion with Ontario Tech CRC Sheldon Williamson. This is our second AVIN Stream 2
project with eCAMION.

The value of bringing these opportunities to eCAMION and Team Eagle cannot be measured simply by the
direct cash value these projects will flow back to Ontario Tech. We may only see 10% or less of the
money from each project. The value, which we are already seeing from both companies, is the longer
term relationships that will benefit our faculty and students as both companies are eager to continue to
work with a “trusted” partner that has their success as part of the partnership equation.



